MHdopmaumoHHasa naMaTka Ana odyvarowmxcs

LLIKONbHMKK - 3TO OAHM M3 CaMblX aKTMBHbIX NOnb3oBaTenen nHrepHeta. Mexay Tem, noMMMo
OrPOMHOrO KONM4YeCcTBa BO3MOXXHOCTEN, MHTEPHET HeceT 1 NpobnemMbl. ATa NnamATka OOIMKHa
nomoyb Tebe 6e3onacHo HaxoANUTLCS B CETU.

KomnbloTepHble BUPYCbI

1. Vicnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHDb 3aLLMUThI
OT BPEAOHOCHbIX NPOrpamMmm;

2. MNocTosiHHO ycTaHaBnmMBam natyu (LnpoBble 3annaTku, KOTopble aBTOMaTUYECKN
yCTaHaBNMBAOTCSA C Lienbio JopaboTkm nporpaMmmbl) n apyrine oOHOBNEHNsI CBOEN
onepaumoHHoM cuctemMbl. CkaumBam Mx TONbko ¢ odmumansHoro canta paspabotumka OC.
Ecnu cywiecTtByeT pexunm aBToMaTtmy4eckoro o6HOBNEHWS, BKITHOYX €r0;

3. PaboTtain Ha cBoem KOMMblOTEPE NOA NpaBamu Nofb30oBaTeNs, a He agMMHUCTPaTopa. ATO He
No3BONUT 6ONBLUNHCTBY BPEOOHOCHbLIX MPOrpamMM MHCTaNIMpPOBaTbCA Ha TBOEM NEPCOHaNbHOM
KOMMbIOTEpE;

4. /icnonb3yn aHTUBUPYCHbIE NPOrpamMMHbIe MPOAYKTblI U3BECTHLIX MPOM3BOAMTENEN, C
aBTOMaTMyecknm obHoBneHnem 6as;

5. OrpaHnyb pmanyecknin 4OCTyN K KOMMNbIOTEPY AS1s1 MOCTOPOHHMX NNL;

6. Ncnonb3yi BHELLHUE HOCUTENM MHopMauuK, Takne Kak dreLlka, Auck unv damn mns
WHTEpHeTa, TONbKO U3 NPOBEPEHHBIX NCTOYHUNKOB;

7. He oTKpbIBa KomMnbloTEPHbIE (haisibl, MOMYYEeHHbIE N3 HEHAOEXHbIX UCTOYHUKOB. [Jaxe Te
dannbl, KOTOpble Npucrnan TBOW 3HAKOMbIN. Jlyylle yTo4HM y HEero, oTNpaBnsis N OH Tebe ux.

Cetu WI-FI

1. He nepepnasan cBOW nu4Hyo nHgopmauuio vyepes obuenoctynHble Wi-Fi cetn. PaboTas B
HUX, XXenaTenbHO He BBOAUTb Naponu AOCTyNa, NOrMHbI U Kakne-To HOMepa;

2. Ncnonb3yi n 06HOBNAN aHTUBMPYCHbIE NporpamMmmel 1 6paHamayep. Tem cambiM Thbl
obesonacuwb cebs OT 3aKkadkm BUpyca Ha TBOE YCTPOMNCTBO;

3. Mpu ucnonbsosanun Wi-Fi oTkntoum dyHkumo «O6Lwmn goctyn K bannam u npuHTepamy.
[aHHaga pyHKUMA 3aKpbiTa N0 YMONYaHUIO, OOQHAKO HEKOTOPbIE NONb30BaTENM aKTUBUPYIOT €€
ansa ynobctea ucnonb3oBaHng B pabote unm ydebe;

4. He ncnonb3yn nyénuyHein WI-FI ona nepegayn nuyHbIX JaHHbIX, Hanpumep 45 Bbixo4a B
coumanbHble CETU UMK B ANEKTPOHHYHO NOYTY;

5. inonb3yn TonbKo 3alwmeHHoe coeanHerne yepes HTTPS, a He HTTP;

6. B mobunbHoM TenedoHe oTkntoumn dyHkumio «MNogkntodeHue Kk Wi-Fi aBTomaTtudeckuy. He
AorycKan aBToMaTMyecKkoro nogknoyeHuns yctponcrea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

1. OrpaHnyb cnucok apysen. Y 1ebs B opy3bsix HE AOIMKHO ObITb ClyYanHbIX U HE3HAKOMbIX
noaewn;

2. 3awumuar CBOK YacTHYHO Xn3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, aaty TBOero
POXAEHMS U APYTYH NINYHYO MHOPMaLUIo. 31N0yMbILLIIEHHMKU MOTYT MCNOMb30BaTh SaXe
NHOPMaLMIO O TOM, KaK Tbl U TBOM POAMTENUN NNaHMpyeTe NPOBECTU KaHWKYIbI;

3. 3awmwwan cBoto penyTaumio - AepXKn ee B YMCTOTe 1 3aaaBan cebe Bonpoc: xoTen 6ol Thl,
4YTOObI ApYyrMe Nonb3oBaTeNn BUAENW, YTO Tbl 3arpyxaewb? [logyman, npexae 4em 4To-To
onybnukoBaTtb, HAaNUCaTb 1 3arpy3nTb;

4. Ecnu Tbl rOBOPULLb C NOAbMU, KOTOPbIX HE 3Haellb, HE UCMOMb3YN CBOE pearlbHoe UMS U
APYryo NUYHYIO MHAOPMaLMK: NMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npo4ee;



5. N36eran pasmelueHnst otorpadum B IHTepHeTe, rae Thl M300paXeH Ha MEeCTHOCTH, MO
KOTOPOW MOXHO ONpenenuTb TBOe MECTOMOSIOXKEHNE;

6. MNpu perucTpaumm B coLmanbHOM ceT HeoBX0ANMO MCNONb30BaTb CIIOXHbIE NMapOsu,
cocrosime n3 6yks n undp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. lna coumanbHON CeTn, NOYTbI U APYrMX CanToB HEOHXOAMMO UCNONbL30BaTh pasHbie Naposnu.
Torga ecnu 1e65 B3NOMatOT, TO 3MOYMbILLNIEHHUKM NOMyYaT AOCTYN TOMbKO K OOQHOMY MECTY, a
He BO BCe cpaay.

ONEeKTPOHHbIe AeHbIn

1. MpuBsXK K cHeTy MOOUNbHBINA TeNnedoH. ATO caMbli yaOOHbIN 1 ObICTPLIN cnocob
BOCCTaHOBUTb JOCTYN K cyeTy. MpuBasaHHbI TenedoH NoOMoXeT, ecnu 3abyaellb CBOM
nnaTeXHbIN Naponb UNKU 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopa3soBbie naponu. [locne nepexoga Ha yCcuUrneHHyo aBtTopusaumio tebe yxe
He ByaeT yrpoxaTb ONacHOCTb KPaXu Unv nepexearta nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. MpectynHrkam 6yaet He NpoCTo yraaaTh CROXHbIA Naporib.
HagexHble naponv — 3To Naponu, KoTopble cogepXaTt He MeHee 8 3HaKoB M BKoYaloT B cebs
CTPOYHbIE U NPONNCHbIE BykBbIl, Lndpbl 1 cumBonbl. Hanpumep, StRONg!;;

4. He BBOOW CBOM NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepsieLlb.

OneKTpPOHHaA noyTa

1. Hago BLIGpaTh NpaBubHbIN NOYTOBLIN CEPBUC. B MHTEpHETE €CTb OrpOMHbIN BbIGOP
GecnnaTHbIX MOYTOBLIX CEPBMCOB, OQHAKO Nyylle AOBEPATb TEM, KOro 3HaeLlb M KTO NepBbil B
PEenTUHrE;

2. He ykasbiBan B NMMYHOM NMo4YTe NUYHYI0 MHopMaumo. Hanpumep, nydiie BbiGpaThb
«My3blKanbHbI_aHaTt@» nnmn «pok2013» BmecTo «Temal3y;

3. Vicnonbayi AByxaTanHyo aBTopmsaunto. 1o Koraa noOMMMO Naporst HYXKHO BBOAUTL Kof,
npucbinaemMoii no SMS;

4. Bbibepwn crioxHbi naponb. nsa Kaxxgoro NoYTOBOro AlMKa AOSMKEH ObiTb CBOW HAaAEXHbIN,
YCTONYMBLIN K B3NOMY Naporb;

5. Ecnun ecTb BO3MOXHOCTb Hanucatb CaMmoMy CBOW fNIUYHbIA BONPOC, MCNOMNb3YN 3Ty
BO3MOXXHOCTb;

6. Ncnonb3yi HECKONBbKO NOYTOBLIX ALWMKOB. [MepBbIi A5 YaCTHOM NEPENUCKU ¢ agpecaTamu,
KOTOpPbIM Thl AOBEpPsiELlb. ITO INEKTPOHHBIA aapec He Hago UCMOMNb30BaThb NPU perncTpaumnm Ha
dopymax u cauntax;

7. He oTkpbIBan hansbl n gpyrue BRoXeHUsa B NMCbMax gaxe ecriv OHU NpULLNu oT TBOUX
Apy3sen. Jlydwe yTouHN y HUX, OTNpaBnsanu nu oHn Tebe atun hannsl;

8. MNocne okoH4YaHWA paboTbl HA MOYTOBOM cepBUCe He 3abyab HaxaTb KHOMKY «BbinTuy.

Knb6epObynnuHr nnu BupTyanbHoe n3aeBaTtenbCTBO

1. He 6pocaiica B 6on. Ycnokoncs. Ecnu Tbl HaYHewWb 0TBeYaTb OCKOPONeHNaMmn Ha
OCKOpONeHus, To TONbKO eLle BornbLle pasoxKellb KOHIUKT;

2. YnpaBnsan ceoen knbeppenyTtauunen;

3. AHOHMMHOCTb B ceTM MHMMasi. CyLecTBYOT CNOCOObI BbISICHUTb, KTO CTOUT 3@ @aHOHUMHbIM
aKKayHTOM;

4. He cTouT BECTK XynuraHckuin obpas BUpTyanbHON XU3HWU. IHTEPHET hmKCMpyeT BCe TBOM
AEVCTBMSA U COXpaHSaeT ux. YaanuTb ux yaeTt kpanHe 3aTpyaHUTENBHO;

5. Cobntogai CBON BUPTYarnbHYH YeCTb CMOMoAy;

6. VIrHopupyn eanHnYHbI Heratue. OgHOpa3oBble ockopbuTernbHble COOBLWEeHNs nyyile
urHopumpoBatb. O6bI4HO arpeccusi NpekpaLlaeTca Ha HavyanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNAMMN, B COLMAIIbHBIX CETSX
€CTb BO3MOXXHOCTb HT0OKMPOBKM OTNPaBKM COOBLLEHWNI C onpeaeneHHbIX agpecos;

8. Ecnun Tl cBngeTenb knbepbynnuHra. TBOM 4eNCTBUS: BbICTYNUTbL NPOTUB NpecneaoBaTens,
nokasaTtb emy, YTO ero 4eNCTBUS OLLEHUBAOTCA HEraTMBHO, NOAAEPXKATb XXEPTBY, KOTOPOWN



HY>XHa ncuxonormnyeckasa nomMolLlb, coobWwnTb B3pPOC/1bIM O C*)aKTe arpeccmBHoOro noeeneHus B
ceTun.

MobunbHbIN TenedoH

1. Hnuyero He siBnsieTcs no-Hactoswemy 6ecnnaTtHeiM. Byab ocTopoxeH, korga tebe
npegnaratoT 6ecnnaTHbI KOHTEHT. B HEM MOryT ObiTb CKPbIThI Kakne-nnbo nnaTHble ycnyru;
2. lyman, npexage yem otnpaButb SMS, poTo unum Bugeo. Tbl TOYHO 3HaeLb, rae oHu OyayT B
KOHEYHOM utore?

3. Heob6xoanmo o6HOBMSATL ONepaunoHHy0 CUCTEMY TBOErO CMapTdOHa;

4. icnonb3yn aHTUBUPYCHbIE NPOrpamMMbl AN MoOUbHbIX TeNedOHOB;

5. He 3arpyxai npunoxeHnsa oT HEU3BECTHOrO UCTOYHMKA, BEAb OHU MOTYT codepKaTb
BPEeAOHOCHOE NporpaMMHoe obecrnedeHune;

6. MNocne Toro kak Tbl BbIMAELWb C canTa, rae BBOAWI NINYHYI0O MHOPpMaUMIo, 3anan B
HacTpovikn 6paysepa n yaanu cookies;

7. Mepurogunyeckm NpoBepsan Kakne nnaTHble YCnyru akTMBUPOBaHbl Ha TBOEM HOMEPE;

8. [laBan cBon Homep MOOMNbHOro TenedoHa TOMbKO JOASAM, KOTOPbIX Thl 3HAELUb 1 KOMY
AOBepseLUb;

9. Bluetooth gomxkeH 6bITb BbIKMOYEH, KOrga Tbl MM He nonb3yelbed. He 3abbiBan nHorga
NnpoBepsiTb 3TO.

Online urpsbl

1. Ecnn gpyrow urpok BegeT cebs nNnoxo nnm cosgaet Tebe HenpuaTHOCTM, 3abnoknpym ero B
CMNCKe UIPOKOB;

2. MNMoxanynca agMMHUCTpaTopaMm Urpbl Ha Noxoe NoBeAeHMne 3TOro Urpoka, KenaTenbHo
NPUNOXUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnu4yHyto nHpopmaumio B npodanne urpsbl;

4. YBaxan gpyrnx y4acTHMUKOB MO Urpe;

5. He yctaHaBnueamn HeouumanbHble naTyn n Moapl;

6. Ncnonb3yi CroXHble U pasHble Naponu;

7. Jaxxe BO BpeMs Urpbl HE CTOUT OTKITKOMaTb aHTMBUPYC. NoKa Thl Urpaellb, TBON KOMMNbIOTEP
MOryT 3apasuTb.

®ULLNHT UK KpaXka NIMYHbIX AaHHbIX

1. Cneawn 3a cBouM akkayHTOM. Ecniv Tbl nogo3peBaellb, YTO TBOS aHkeTa bbina B3nomMaHa, To
Heobxoanmo 3abnokMpoBaTtb ee 1 COOOLWNTb aAMMHMUCTPaTOpam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Ncnonb3yn 6e3onacHble Beb-canTbl, B TOM YUCHE, UHTEPHET-MarasnHoOB U NOUCKOBbLIX
cucTem;

3. icnonb3ymn cnoxHble 1 pasHble naponu. Takum obpasom, ecnn Tebsi B3nomatroT, TO
3M0YMbILLSIEHHUKN NoNyYaT JOCTYN TONbKO K O4HOMY TBOEMY Npodmmto B CETU, a HE KO BCEM,;
4. Ecnn Tebs B3nomanu, To HeobxoaMMOo npeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOPbIE
pobasneHbl y Tebs B Apy3bsix, O TOM, YTO TebsA B3noManu 1, BO3MOXHO, OT TBOEro umenn byaet
paccbinaTbCs Cnam M CCbIfKU Ha (PULLMHIOBbIE CaunThl;

5. YcraHoBu HagexHbin napornb (PIN) Ha MOBUIbHbBIM TenegoH;

6. OTknNtoUM coxpaHeHue napons B 6paysepe;

7. He oTkpbIBan thansbl u gpyrne BNoXeHUsa B NMCbMax gaxe eCcriv OHU NpUuLLnu ot TBOUX
Apysen. Jlydwe yTouHN y HUX, OTNpaBnsany N1 oln tebe atn cannol.

LudcdpoBas penytauus

Lincdoposas penyTtaums - 3To HeraTMBHas uUnu no3vTuBHas MHpopmaumsa B cetn o Tebe. MHorve
NOAPOCTKM NIErKOMbICIIEHHO OTHOCATCA K Ny6rivkaumm nuyHom nicpopmauum B VIHTEpHeTe, He
NMOHMMas BO3MOXHbIX nocnencTemi. KommeHTapum, pasmelleHme dotorpadumi n gpyrue
AEVNCTBMSA MOTYT HE MCHE3HYTb AaXe Nocre Toro, Kak Tbl UX yAanub. Tbl HE 3HaeLb, KTO



COXpaHun aTy MHopMaumio, nonana nm oHa B NOUCKOBbIE CUCTEMBI. Tbl JaXe He CMOXeLUb
aoragaTbCs 0 TOM, 4TO dhoTorpadumsa, pasmelleHHas 5 neT Hasag, ctana NPUYMHOM OTKasa
NPUHATBL TEBA Ha NPECTUXKHYIO U BbICOKOOMNaynsaemyto paboty. OCHOBHbIE COBETbI MO 3alimTe
undbpoBow penyTauuu:

1. Moayman, npexae 4em 4to-To NyGnmkoBaTb M Nepegasath y cebsa B 6nore unum B
coumarnbHOn ceTu;

2. B HacTponkax npoduns ycTaHOBM OrpaHUyYeHnsa Ha MpoOCMOTP TBOEro Npouns u ero
COAEPXMMOro, caenan ero TonbKo «Ansa apy3emn»;

3. He paameLan 1 He ykasbiBan MHopmauuio, KOTopas MOXET KOro-nnmbo ockopbnsaTe unm
obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LIKOMbHUKM - akTUBHbIE NOMb3oBaTenu LmdpoBoro npoctpaHcTea. OgHako
Aaneko He BCE 3HAKT, YTO NOfb30BaHWE MHOTMMU BO3MOXHOCTSAMM LIMPpOBOro Mupa Tpebyet
cobntoaeHnst aBTopckux npas. ABTOPCKME NpaBsa - 3TO NpaBa Ha MHTENNEKTyanbHyo
COBCTBEHHOCTb Ha NPOM3BEAEHNST HAYKN, NUTEpaTypbl U UCKyccTBa. ABTOPCKME npasa
BbICTYNalOT B KAYECTBE rapaHTUKN TOro, YTO MHTENNEKTyanbHbIN/ TBOPYECKMN TPya aBTOpa He
OyaeT HanpacHbIM, 4acT eMy CnpaBevMBble BO3MOXHOCTI 3apaboTaTb Ha pe3yribTaTax CBOEro
TpyAa, Nony4nTb M3BECTHOCTb U Npu3HaHne. HUKTo 6e3 paspelleHns aBTopa He MOXeT
BOCMPOM3BOANTL €r0 NPOmn3BeaeHne, pacnpoCcTpaHATb, Ny6ANYHO 4EMOHCTPUPOBATD,
npoaaeaTb, UMNOPTUPOBATbL, NyckaTb B NpoKaT, NyOrMYHO UCNOMHSATL, NOKa3bliBaTb/ UCMOMHATD
B acpmpe unum pasmeLlats B MIHTepHeTe. cnonb3oBaHne «nmpaTcKoro» nporpaMmMHoOro
obecrnevyeHns MOXeT NPMBECTN K MHOTUM pUCKaM: OT MOTEPW AaHHbIX K TBOUM akkayHTam Ao
6roKNMpOBKM TBOETO YCTPOMCTBA. He cTonT Takke 3abbiBaTb, YTO CyLLECTBYIOT

neranbHble 6ecnnaTtHble NPorpaMmbl, KOTOPbIE MOXXHO HAUTK B CETW.



